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Abstract of JP2001 230770 
PROBLEM TO BE SOLVED: To provide a 
microprocessor which can securely prevent 
the illegal rewriting of an operation, program. 
SOLUTION: The microprocessor holds inside 
a specific secret key which cannot be read out 
and decodes contents are previously ciphered 
by a specific open key corresponding to the 
secret key. The bus interface unit of the 
microprocessor has an address conversion 
means converting a virtual address into a 
physical address and a memory read means 
reading contents corresponding to the physical 
address designated from a memory outside 
the microprocessor. Instruction TLB stores a 
table including an address conversion rule and 
one or above entries having ciphered attribute 
information in ranges designated by the virtual 
addresses. When ciphered attribute 
information shows that the range designated 
by the virtual address is ciphered, the 
corresponding contents are read from the 
outer memory through the memory reading 
means and it is decoded by a decoding 
processing section. 
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*fcf4 1 's<y>r-*J<r>v<< 9 n-fu-kyfUhoX, 
St ■> 

IWB7 K^SC*#»fc«fc5fi3B7 K^*»6«WI7 K 

Mtm&<z>i$iHk%mn mti-rz 1 w±©*^ h y t 10 

**tf^-7^ft*MW-6» l ©E1&¥St > 
t, 

mart**, jhbj«*3B*biu¥B:**L'ck*(h 

tflS^St, 20 

*. 

[W*«3] MEffiai7K^-e»«4*iX^5ME 30 
^M»©^ j e!J©»lS:l-5»a7 Kw*lc#l/C«#ttlL 
#Wc$£tc, £©**fflLlc»LTWWaa«S£ 

ttt(4&£5it£iEl&1~5A>©, i>-fn**©toatrff 5 

[I»**4 ] HE**:" h i) lis "ttEE»7 Ku^-C 
»*3*tfc«H©7*'<y^«SH1Mlt:£*, SKtM? 

■tv^5wfc**fcv^t*fc, fltEfl»©**y©# 40 

^ □7o-fes'-y- 4 v 
(§S#« 5 ] ffiEUHMMttflttR*'. *liE«»7 K u- 
*t-ig£ $ n^es^pf 4§-fc£ ftTV Mfc^C t t fc 

7 5 w fc 1 fcE®©^ 

[m*96] (waa^t#«cj;o-ca#fl:**ifc«r 50 



2001-230770 



WEBf f-fcTo ^7 AO«ff «c« 9 ia*W8t tfcS 
-a-lc, WEW^#fcE***itv^«S:, 
«*«po^©iffMare«*fl:-r5 W%9mWc/ 

jgl ~ 5 ©v vf Ji-WcEii©-'' -< * a 7n -fe 7 -y-„ 
IIS*«7] «rE^^*««*fl5/«f^fc*Bl« 

tt, BuE^^^^ffi©f«^{Cffl(r>fcftt©^fti! 

t\ *«B#©fB*«**&fcit*flsU 
ft&©WrM£l*ffiEW * P 7n -fe y+jm<D* * y 
Ktt#**5wt*1MRi:t5»*«6fcE«OT>f^ 

14, *IE«0&*fcJ:9 4»Wf$nfcP&^b7n^7A© 

MWt* 9 ] we us;* ***#<fc/«*fl:»a» 

14, HEll9a**Stff , t>0»t*fl2^« 3 ^?A&fl:fcJ: 

* ICE® $ tiT v % 5 Hff ««©«©i**flsfifT*>4 
V i t « WR t + 6 KE«© W ^ C2 7o -fe -7 

5 1 f" s» 74 fc(4 1 /< y v?©-7 -fi-n^Dtyn 

St, 

»IE7 KV^*Jft#»K:J;5fia7 Y\s*frhmW7 K 

t, 

©**<b«6a*«fc» 
%ittz>% 2 ©m^k«ta#s t , 

St. 

mFE^ 2 ©E**aKE«**ifcrt«.*« WW-TS* 
.♦9*3- K¥Si C t Sr^Stt ^ ° 

7n-fe y-y-,, 

[fS^JS 1 1 ] *aMBE*lH-i*w t ©X-t /«cv^@^© 
«MHI t r ©««aK*fJ6i"5H#©4iBI« t 6*» 
C»Wt 5 -r-f ^ a 7n -fe t^rt® $ ftfc ^ 7 7 V 
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me.* htv vmmt ©bkb 1 ©aflrB*RSi-s 

BESS 1 ©iiffSS*^ LTlttB^ 7 * 7 V h 

if owKtff 5 a— mm® k > 

BEB l ©»«B±k:, ^7-^TyhSg^jgt5-7 
4 V n /nt 7 f-fcBBBlfrrSB 2 ©aftBfc $ ?>fc 

BE*7^7Vh£Sfcffiffit^§im7^y*7.k£iit 

MffifUf^b bfc^n ^9 A tfifrESS 2 <Z>a<f mft LX 
9 7 7 y H*©-^ ^ d 7*0 * y n-taflr "fSB* 
afttti *B*.fc7o ^7 AfiffiBB. 

V \-%m>-*49 B^nirytJWESTflbSiifcBE 
+57n*ytf«iEBfc*e>fc#U MET" n -trying 
&ftli, BEB2©affiB*r4M/t. *7-f7yh2£il 

tmmktzmmi ncmiOT-a^y^mm 20 

fio 

1 3 ] mst^wmmt. mm 2 ©nt 

B LTt&E * 7 * 7 V h %&<D-? 4 9 o 7* o ± y * 

ft7v ^9 AtflHWfef* z k *®fckirmm. l 1 
2{cSii(7)7 , B 2 /7AE*^a o 

?WEBfr:7o^?A*l«*fcU lWESg2©aftB£ 

ommzgmv , mffim<nmm*mm'm® 30 

BWbSftfclffrfe***, RE«2©a«B*:#LT 
* 7 47 V Vm.<T>^4 9 a7u±yflC%{frtSZk 

*>e>ji»i:fcB*©»«Bfc&BBfcfc^5^*n:7 40 
wetb /7 aba>bb i «>n ic^ 1 oafs B$rR£t 

WE*l©ii*»**L-C» BE^^VhBBtrB 
<0a-if I D«rWIS7-a AffiffiBRfc 
BBtSa—ifBEBi:. 

ufjEfi 1 ©aft b±k» mfe^*B7*oirs/ifa>p)a: 
a^n ^7 Age^ejcigj&t 53s 2 oaftB** & k 

RJE1-6»2^5-<7vhliafllBRe»i, 
ltE»2©afll»«r*UT^D^9AiW|iKBK: H (RE 50 
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BB£&M«££BaMc«#t5::i*EWtSEi?l!$: 

ara-rasEwest* 

siisB 2 oaftB**- u-cme^B /7 abam** 

(±, V§%ik2tl1tm-7a?7 2*&%®tZ$<B&kZ 
HtZz.k&imklrZfifJTym'B. 

be*? hv-t&mz** nfi7v?7J*m&* 
y\>y~tzfrLxmtz>-7u?7J>m$imk, 

fifllE^ y M7-*fcBft£fb, ^yYV-tZftLX® 
127* B Affift £R> P> Hft7*B ^ 7 AOifcfti (t 

5*9*7:/ h»Bi:*£*, 
BE^^VMEggfi, 

*>&*»Ci!>B*a>8*B£43sB** ^t5v^ ? d 7" 
B-feyf-i, 

BE?o^?AE*Bfi*©MfcBl©a«B*R«* 
5|i^7^7y UBiaftl&RSaJi, 

gs7°B y*9 ABffigRKaftt SB 2 ©«ftB£ 

R«+a»2*?-f7vh«aflrB»*»fc» tfrB3?2 

oafIBSr^LTyB^7AE*^SI-> ^BMIisiV 

ttaB«!WW»sirew ^ b t 5 b -fe y t {c @w<o t> <o t? 

*>*it*tEWi-5BM«:aSfllt*liEW»i:, MGB2 
<oaflB«r^tTWie7 , B^7AE*^g^e> x H^tT* 
n i/7 A^gfi1-5§fSgBi ?rffix. 

iil®7'Bi/7AEH^gtt, 

mg^ 7^ 7v mw.k i oafSB^R^ta 

fti&ftBtt£tt&, 

bSIE^ 1 roaffiBS:^ LTME^ 7^7 v h^Stffiffl 
t*»— !f (DiSIE&tT 5 B.-fESE8Bi s 
H&ES&l©amB±fc, ^9-f7vhBB*«rtJBt5^ 
^ ^ b 7"b -fe y ttdggigBt 2 <oa<f B$r $ 5> iz 
R^i-5S2a(IBR^Si5i^ 

ne^ 7-r 7 v v •m\z®M*'<% my* 77 a£»s 

Ml U"CB*fls^t« ^7 ASrffiJrt- SB^bJWMRi . 
BEHHWt t fc7*B ^7 A«th(iE^ 2 wait B?r^ UT 

mm&k k*mktz>7**?7J*m 

1 7 ] B*0tBftB i . - ©SHBftt^t 
5@Wo^TOi: Sr*>fe*»i:**rr5'r'f ^ B7*B-fey 

Id, *y H7-^*^L-CBl©aflTB*RB+6^^ 
y7t> BE»ioa«B±K, BE^^orD* 
y t*>e> 7*b ^7 AiMSgm(ciI^iSBi-5S 2 ©ait 
B&£<bKR5rt5*ry7*£, 
BE»2©aflrB«^-U-C, |E^^B7ntyf4» 
bBE^n^9Afi«BBK:, BEB*o^BB«aff 
1-5^7 i y7 , t, 

«E*y h7-^«H,"CSflr**ifc4!sB«*, 7b/ 
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"C, |fflf23V^-*©^?B7 , n1:-;/ir£tt&2lfi 

[ft#JSl8] *>fei»t«>Hlro8MHit» r©fi« 

T, 10 

MIS 1 KiO^-i^fcldBIMHfc/B ^7 Atrtf-fft* 
£© W^S&tr^-f 7 r t , 

[»#« 19] tie i tt±©^-i?©v>-f*ui»«v<- 
r y t* i i £ feta* r t mmt -T-5fS*JS 1 8 ICfE 

&©7*B^7i»B-K#fe. 

w7v±yV-fc£iXMft£tlZ>7 7'(frt:&&Ltt= 30 
y 9 TO4B^**fcoT, 

fed* CfcB&»*#4Mtt*<MsS*ifcfH l f 7 r 4 * 
fcB*U ft8S©7W7^^©i:&©#II£^3;4^ 
lKloliyD^Afti; 
fl-g|5©7*B 7*7 A^©a&©#fi5Sr£tf 1 £H±©JS 2 7* 
POAitiWLH, fifJE$2 7*n7"7 J Mi® 

tt» #lffi©7*B^7^*i ? »-/^©s*+i''7 , ^4:M 

[0 00 1] 

o^n* y-tf-fcfcWaA/fc/N- K7^7g®£^ >-7- 



4#BH 2001-230770 
6 

Set ©T-f 5Pt#fli7 r-f^n- K#tt*:§W-5. 

[000 2] 

[ttSWftHH ifi¥, v^^D/n-feyf-©tt|g|p]±tt 

MHtt>*7fr«>ff£, **ioia«rftfc4«9-cv> 

wrA (&T> rpcj ) Ka^iitfifcf 
tot, *--m*=*±-e3*£*fc»K«Wf*: 
*t»5J:5C*ofc 0 *fc. »IHfc**r*©??&8Ste 

^-A*if^©/SffiSrii5*5ciiS-et5„ £©£54 
•s^ 7 a 7 B o-fe j/im&t©^- K^TSr^St-tS 

fctt-cttft < , <* * ar*4^- Ki7s7i:t*a**vj» 

[0 0 0 3] PC*eWk J NPJ»tft5»*KIIWI4ft* 

jE4= tr-SrK <ltv><»mm*b fed> r i 

ftfe©SSIEt:$H&, iSafiU-C*-et^jE3K , -«rff5C 

Tt, ttJWlK^-C, *jE=tf-*:B«li:LTtti£S;|l 
fcl£8©$!i£, jE5Btfe*fc<t^-C^Cfe^5*i6)k:fe 

SSSii, **tfiif©IHHi:H:4o-0*4v\ 

[0004] t*»u vc±-nmw-9*im7-9 
to-c*>5. s^Ka- ttopct-cy^h? 

Tfcfe*bfc*;£= *-JH©y7 h*x7tt, ^- Kft* 
7ig49, *s/h7-^*if©ffi^aC-C. *1ttc 

[0 0 0 5] £©«fc5fcfflSfr#ftt5fc»fc, 
^PIS 1 4 5 iiS^^iil^t^©!? flfetc«te*t 5 P C y 7 
h-7^7^tt, y^h^xr 6ftS:Wf*{ki-*4^0# 

feti-cv^s. mty<vyh<>*7&ffik 

WifilX^^i) (David Aucsimith, et al. I'Tanper Resi 
stant Software: An Implementation*, Proceeding of 
the 1996 Intel Software Developer' s Conference) „ 

•cpc^ac-c*— jffcw*3j'va*fHfr*» y^«7 

h LXffifaobZ>ffim i tt£ :3 t-£hZ><7>*&})tt 



4> 



(5) 

7 

{00061 

[*W*si»ftLJ:5fct5IHIl t^U^b, 
/<y7^x7&$lf©«#jJfC8tt, 7*0^7^©^ 

ttfc«*U HfT»TH#KfftWt^t*-tk:i9, 
&7-tr^7\ r y Uti. mmv-Mz. <fc 5»#t£ 

■kyf-fcJ:oT*fif?r«B-C*>«K±. ^n^y^MfeNf 10 
-?*>5. fcf1-ft«, B*:"<y7h*x7afl?£fflV> 

[0007] r ©**tt % P C £*Uffl L-cSriSfc*!^ 

®A<Dy>?/N^*^^n^7A5rPCtji 
fiffl^a-^fc*^ PCy7h^x70l5ffl«SH 20 

[0008] %z-?*m<o®i<Dmft> nt?7W 

?A©t#*tftflKKKJJ:1-5wt«S"T»#, P C y 7 
h 7^7©l2:«5H'!C®ffl*^t-t5Tl' ^o/nty 

[0 0 0 9] #&9l<D^2£>Jl#){i, &K&tiMHbH 

ttEft^ ^B^Btf -^©lifltt *> 5. 

[0 0 10] #!§$©!& 3 ©Sttfi, *y h?-**# 
fC, h«S»fc$f±fc:/ii if 7 J* Zfflat 30 

[ooii]*ii©i4oi«ii, 

[0012] $m<?>%5<Dnmt, *v w-ftrft- 

LT££ic7o ^7 AlrE^t 5 £ £ *7*p ^7 
[0 0 13] 6 ©BMtt, 4t%*yh9-t 

[0 0 14] *m<0%7<0%#)l*. 8t^b$tlfcyn 40 

^7^^ tf^u-TV y/s/*7.£s d 
- Kt 5 d 1 © ? # 5 7n if 7 A d - »»t *> 

[0 0 15] #3&lfl©f&8©|Kjtt:, 

IB® Lfc > - * ft*ft <) *rftfcBftttflw>ttflt(c 

[0 0 16] 
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*F*tt*fc1-3 1 f-y^*fctt 1 /{y|-^>( * n 
&7 KW^Sr«l3l7 KU-*lC^&1-57 KU*Btt¥& 

Hloxy h y) t Sr^tff— ^Sr»*frt-5« l OB* 
(fcii«3E**§|/<s'7 7) -7^f^D7Qir 

*#l/CWWHU ttl»*0SMMtt:J:o-TS*fct 
[0 0 17] «#flS*t^ *2«>E1l¥»K**«J**lfc 

^^D7*n-feyiM^Sp'CtT^ti> ivoa^fls^ixfc^- 
*©#»4»fe©K*HiL!W&Ji:Six5. PC 
<O0f ; ttl-«k67 , n^7iK©jl?«fs 

7 7?&*y V x ) C <t C i "3 , gt#©7n^ 

7 Ale y-^^H-^ffa >-/M /n* if©^K^ADx 5 - 
i*<, «F*fc79^©«WltftSwtt±o-C, Hf* 

[0 0 18] ^fc7n#yJ*<oWriy<nm ] 0 : >k 
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[0 0 1 9] *38WO»2©Bft*:**tSfc»K» 1 

WW 7 o 7*n-fc y <K®7 Kl'* &4&S7 K 
(C^m-t 57K V7. li&^ft 7 K U7, ^&#ft<Z>t 10 

♦^y^*) *2©e*#afcE«siifcrt** 20 

(0 0 2 01 Zff)-?<(?B-7a-tyfX'tt* ftE<^*l 

to 0 2 1] *H(H«i» *~1r-7>&#fl8LT; « 

* v h 9 Six-*, t*uc «fc 9 > *©«i*fci& 
R4 * » ©ft****-* c t tf-e* 

[0 0 2 2] »30att**«1-5fc»k:, -hlB©*l 
*3 ± 2 ro B W i Utra Lfe"7-< ^ n 7*0 -fe y 

ftt*. ±*LfcJ:3fc, *n7*n-t S '1N4*fcfr 
EB$Btt* 7 7-Y7V h&Bi OBIK:* 1 ©afi&fc 

« i aflwawgfB t , iwe» i ©a*f k*^ t 
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So 

[0 0 2 3] Pf^&afJtt, *2<B»flMS5r#LT* 
hUScO-r-Y^ p7Birs/iH>t>i£<b*VC< s 

tt, ttaoHF^ft^/p^AfcilHWlsU iortf# 

^7-<7V h$SH©W^n7 , B-feyf-^P)3l 
(4, Bt^l2$^yB^7At#|C^7'f7yh«ffiK 
[0 0 2 4] *4©Itt**jtt-*fc»K:» *y M7- 

^^ut7 , B^5Aia*ise^fe7 , B^9^©ia** 

WTtSW ?p^ot7ti, iftf27* 
b ^9 AiSflijRB t©WKjg 1 roaitKSrKSI-sm 1 

D ^WIST-B 7*7 Ai!*«»fcaSflW6a— »f jgffiSB 

Jgi©afl«±fc, BflfBW 9 n 7p-I: 7tri>feiS 
^7*b ^7i>gaft^clj^f £f?2toaffii&£$ blc 

[0 0 2 5] H5©B«l***1-5fc*l!:. *5§MW^ 

[0 0 2 6] »6<0B«*afiK1-5fc»»C x $3gW<Z>7 
f51" 5 1 1 *> b *» C 5 -v -f 7 b 7*b 

cro®i(oa«K±K v gfriBw ^B^Biryf-^bT 5 

a^7Aifi«gfitit^S«&i-5l2 ©a<tK4 $ bid 
&HtttT« 7B/7AE^aTSf|L, 7*D7*7AE 

ASr, ^2©a<fK3r^tT > =y^-^^^ 
[0 0 2 7] ^<DJ:p|J:LTffi*$^57'n^7^tt, 
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HHHISl/C&a. 7b ^7^(4, =ytr a -^^$T 
fc, iE&WiJ'BT'B-feylH^f C©-&|H!8li 

ftfUiH 5 w t #T*f ft V \ C © «fc 9 ftgfcfli^K 
4 9, $&E#K4S*Eft«#£$£KHz|fc±t3;:i: 

[0028] 8S7©@ft£j§j&i-sfc©ic, mm? 

D^7i,D-K*fefl, Rt#tt£*Vfc7'B ; 77A£*fL 

t i git©*?-: i/frbtezmmfemtitem ir, na 

rti£4 9. Kff©t-<L'-f^v^fAi©^i 

WJME«ltflsteBflkU-C"l)J:v\ TV SIMM** 
ttt, fci^li^nj/tf-T^^^, CD-ROM, M 

07V**fti?©3y**-*#»<^*y3gtt> ¥^ 

(M*!J, 8*^7^*7, *7*4**\ 8£&T-7*ft£* 20 
[0 0 2 9] £P>fc, «8©B(fi*aijM-5fcftl!: % « 

7-T/H4, *»©7W7^^©it&©#l«*£S4v* 
l«±©*107 , D^9A««i. *MM>7*ci/?.fc~ 
Opl«0#IRfc*tf 1 B±©& 2 ©yo ^7 

M»e*W2SnfcSiff7 7^^*B»u &27b 

/^Srlfe^fcT KV*&fcffl©7"-7/W*^:fc©ftffi 

*M^©#«fr£triB2«Ktt» toayifa-M 
tt7W7^©EBfcS-^"C*$!J47 Ki"**tNIW" 

©it, »2««^sPi©tttt"C7K^^*ifty-7*/u 
SrttttL-CV**©"?. Bf^k**l > fcSlff7*n^9A*n 
- K1-5 fc * M s y C4K * 

©*©fi©ft®, $£U4, StTfcSG^aJIJi©^!^ 
ot. J:9«*t45"b©-C*«. 
[0 0 3 0] 

[»W©3tl6©»tt] BT, BIE£#JILT#389i£8 

[0031] <ftijBtigiii>Bi~B4ii« #isf!© 
s& 1 nm?mz'&^<< 9 a /nt 7-7 1 0 mw+z 

1tth<omX'hZ>. Hl©«»7*oy^HC*tJ:5C, 50 
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Y-f^oT'ntytl 0f4, C©W ? o/ct yiHC 
BlTOSMMIl l 2t, i©WMIi^7*4i-^»HI 

ft7a9'yj»z%fti-zmmmi 1 
mmumui ie£, mi^tiitya^y^-^ 

tb&mift y*y» 1 1 8 £, 
tr>ii l 8fcfcHS;h,fcrt£*SfcAI*'*-S*fr7 
s 7^/7*3- 3 0i, /^y?-7x/f^ 

a=y M 2 2 t, **TLB 1 2 0££, lf?7± 

[0 0 3 2] ^'fy?-7i>fw=y M 2 214, 
fflEB7 K^*W17 KU^K«*+*7 KW**** 

!> 2 0 3*»?>. »J6£ftfcW17 KU^©rt»*«*W 
t**yW«HL*tt PFB*) tit, 4> 

#TLB 1 2 014, 7 Kw^KtlfRoKilMMJ:. £ 
**»IBB7 Kv^TtttSJifclfflas**fls*iT»-cv^ 

t fr£tr^-t?y-7>fcttW*tr. 
[0033] ■V'f^nT'Dtyt 1014, fctx.t4*PC 
fc»W&*il6 fc , S/*T 1 0 7 ?hi- l -toasts 
ttSffioi* pc©^^y/*y 1 0 3, 2*^? 

S"al0 5(CffE|t&ll6. a— 7*14, gfg©7n^7A 

7n-feyiM oteW©^BB«IS:, PC4r^t"C7n^ 
?^y^fcaHI1-5. 7o/7A^>-/(4, 'MbtiX 
$1t<m®X'yv9'yJ*&ftfHkLX, »*ft**lfcll 
fT7P^A*a-f©PClc««?S1-. «f#fcS*ifc 
*fT7*n^7.Mi, fct^tfPCro^^W^y 10 3 
£12 2 K^-f7 7 4 >vmx n - K$tu, tmirz>®& 
9 a 7n-feyf l 0 ©tg^fllfti-afflJ 1 1 6 T? ' 

tl 0{c@W©8HB6ll 1 2«rfflV^ftftn«7n^7i» 
©**<b»4U*ftV\ 

[0034] C©-7-f ^ b 7air yf 1 0 »4{5filEtitt 
mitts, LfciioT, @3fC*tJ:9(C, 

*y i o 3©0f£©$sii£ii;t-f s*S7 kw^ic^o 

1~3 8-kt, 
fSt5^> h U SrWI-5^-^7-7^3 7^g8^$tt 
6„ ^TLB 12 014, ^^D7*Dt5/t*5Ilfl 

±5 tt6«sH©7 , p^9A*»t ftttimm^-v 

±SELfcJ:5lcit*fli7 7^»!»te>n-CJ8 
9, *fja?-f5^-^©rt«^Pt#{b$^TV^*g-CBS 
fft7 7^ty tg#<fcMa$Bl 1 614, ^ 

:©xy h y ti^-t5^—7©rt«Sra*<bi-*. ^ 
-v?7 L -7/i/tB|f^b7 7^©i¥iW«-oVN-C(4, 

[0 0 3 5] "Jf»(b7*B^9A©SHf [ l'»4» «*Hfc*tl 
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t->A«*tf>al 1 8K&$$;ftTV\/!:7*ny*7 
ioTfa- K&H, ^y-zH 3 1 Ictf-fc^S. . 

ItftXfffl <0 1 3 2 It, -fcr-y^-y y l 
3 4rt>e>tSfc7-y-£*- Kt-5. #*©*ff#l*Tf 

A-frj|fr5ST»l3 3*#l/C, 
^ttS^tr-^tt-^T-^^-y y l 3 4 

[0036] C© t 5 JfcflHHfc7*n y"7 AOUfftK^ 

y-*y (ayf^H ^0«.0#*.!W8£1"8i:# 
fc, 7n*ytf©rtfflfcflWr>«-f y**!J 1 0 3^? 

fce>, y i o 3ic#*»iifcrt*a«a5c**i» 

7. Hf $£S^Mt, *Clfc:it-*M , yo7'a-feyir©£ 

ny*9i»d s 4fOi 5 *IM£ Sr LTV *fc *>4»o T L * 
5. 20 
[0 0 3 71 rft£BS±1-5fc©fc, 9* 

yatytio us?* ^«Dt«ft/a-&ib«yi» i 

2 6 **rr$. Vi?^^«HWb/«*ft«l» 1 2 6 
ft, HHHfcT'p 7" 7 A©Hfff fctt 5 

^^12 4©^, -JMHHfrrS. i©if©si*§- 
•&©«», 7 B7*n-feyirl 0dS7V^A^ffi*f| 
9STfc<b©Tii>S, zovg^mZZb^J 9*7 
o-fcyirl 0©@W©$&@1 1 2TBf^fcLT, flf* 

fcATL, 3VT**MIMI©$fe, t^u-f^ 
^*7^#*©7 , n**frffH+5©fc^*fci'$ ? 
xy-««tt**fc**tfcK 4fc, 7'o^7A©Sl7 
K v * > * * y * #-f y * * ^ © 'A ^ 9 1 •> 
flW**"*-^ Ky^ttStf-flsStiftv*. c^fcWfl- 

loo 381 «9a*!M*7L, y^-y^fcioT 

y 1 1 0 ttT. y" y y ±0«F*fls3iifc U v 5 * yfiI&-& 
wy*7 i 2 4ics?*jitp. 40 

2 6ft, US*** 1 2 4±lC«5*i4*tfcl** 
fls«***HsL, HfTfcSfflTS. £9JUmicf*, 
^yn7n-fey-«rl Oft, ft#$*Mfc.=»y^#* h-©ff 
■7KU***"**. S0B7 K^#**flS**ifc'«- 

fv*9im%tt,/m<k!mmi 2 e 

It, i2tJBv^3>f^HIMIt*9ftt 

10 0 3 91 4*3, •>X7-J*=i->mtiiUC&t>tlZ>V 50 
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7h7^7Wy^77'h©#a-lt, ><y/-9<D&m 

ov*TfMHMl*fT*>ftv\ HfffO**fti 
7*0^5 Aa*#38±**4«9a* (77M7*7<< 
yy^hiWiix, a— ft-FfcbOSOU-Zfr 
*- KtcMffl £#7 i # fc**>*v*« 5 T* 
ft, yy*y 1 2 4 Oft^fcfitf *>*V \ V7 h<7*7 

©T\ Bt#{k7*n^.7A©#>£#ttfcP>*>L*C:©^t 

[0 0 4 01 St^yn/9A©HtT^Tt5i:> ^ 
^TLB 1 2 Ofc«*i&**tfc*> M fc-fey r$*Vt 
VVfcl££{fc77^jas*y73*U -W^1rr>al 

1 8t^^ixfc¥A«!i©7 , n^7Ar- ; ?ft^$ 

SfcStMSftSCtltfcvv CftKt 9, 7G±l--7-f 
^□7*n-feytl 0©FWc*ltT, Hf*flS3Jxfcl*ff7 

[ 0 0 4 1 ] 0 2 ft. ft 1 *M0*«fc*ift5»¥7*n y* . 
? .M^x* L, E3tt, »lH»i#{8©^ 

^yP7 , D-feyf-10tc*5»t-5^a7Kl'^3 It, & 
8/*y trf a-T5^-S?y"-7*A'3 7 i©M«&7P 
f. 04 It, ®3lC*-r^-v J x-7';l'©9*), ^>-h 
y 3 7 - j ©ffiffeSr^-fo 

[0 0 4 21 H2fc*-fJ:5fc % »ljOI»«©7 , ny* 
7i>7 r-f/Ht, i©7'ay'7is<D^-|ii5©7°ny*yi 1 ,^ 

.text-fei'fay, .bss-fey^a >, .rdata-feyf 
ay* if) i, C©7Dy'7A©^gI5©7'oy'7A^© 
i£«©#R8ir^tf ft 2 ©7"n y"y AfW ("t^^*) I A 
Tt^ay) tSr^T-fSo ftl©7*ny*y^^ 

it, t-9 it *>e>?5> ■c»«#*«'ei»^b**tfcttii^ 

WMSfW ft2©7ny*yA|g«|C|t, ¥X©^ffiTi? 

[0 0 4 3] .■7T<fA*>9&Nz.tt* MS-DOS^yy* 
1 l*3j;^cOFF77l'/i'^yy'l 2#*9» T'ny* 
?A^O«tt4:if«:3e»f 5. 7oy*yAlt, .text 
-feyfayi 3, .bssiry^ay 1 4*if, V^<o^© 

•feyy3y|c^tvT*3U, ^-fey.ygyriic, JStt 

Sr^-tS-fe^yay^yy'i:, rt*3i«**ii5*^f 

Id, I AT (Import Address table) tff 14^-5^7 
n/y^~©i^y7#<frdM&ffl$*i51B$ft, 3-K 
ItClikotb, 7Dy*9A*fici|tgl)©.IAT-fe^f 
ayic^SixSo •fe*i<3y->yy'fcltV^<od>©7 
^-^ KiJfc 9 , *©4>©#tt7^->'i' K 1 3 - 1 

•t 9 y a y© ^ * y ±©ea«ir^!S*s# Att« 
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[ 0 0 4 4 ] 3? 1 v 4ttt7 4 -A> K 1 3 - 

l_fc©llfyK 7tt;iffOx00000400T?^7. 

9 z*iz> i try hi\ ftwtM&mfctzmity? 

Wf*flsSft-CV^v^i:«r*t. H 2 ©«-CI4, w©fcf 

ivO^CtJC&So fctailt, .text-t^v-3 y 1 7 
©rt&lt, J(s:j|5ipXT-fc-pfc7 B D^7A^T^^n^ , n 10 
0©B#©&BMl 1 4t?Bf^$tvfct(0T- 

3^?yi 6(7)Bt-§^77^lii[0Sr^, ^©ir* 

[0 0 4 5] -jftlc, ^n^5A*ta-KS*i57KV 
7,{t, -X^x-MS^, *©>*y©flJ/fmfcl;:J:oT 

K £7a ^7 A n-^&sft&fc^frtf T£S1-£& 

7J»ftmmctc.mm&L&, ^7 **»©»»• 

ttfcr Kv* ££-3^X7 5 y afr-*7> 

fc^Kfc-fSdi: U»U 7W?A#»© 

*5?»-*©i*HiU fcittf^^Tisa-ymfttJt 

y7h"?x70/<-^3y|cJ:oT7 p a^7^ J ? , ^a^ 30 
[0 0 4 6] £©«M*#RIW-$fcJt>, *©*?*¥» 
/Hi, I AT (Import Address Table) irWttlS, 

ft (CwT?tt.texffe^^3yi 7) /J^fl-SH-v 5 *- 
;^©0f JU Ut, w ©r-7>^© a -/Mfe-fc t LTFbI 

Ui/yAWD- K«Sfc*mfc*<5^T*»Hft©7 
Sr-t©BI»©7K^t«tSlt5. r©^l-C7*D^ 
i ATw^yriiMHci&t), fc»c>7>y7ifo<fr©!Rtf 
it, . iat* ? i/ g y 2 o Kc:©-y> y A>&&th 

[0 04 7] I AT^ItT'D^^AD-^lct^St 
**34»ff*>*t5©T. r©#HfcJWWfcS*vo*3fc. 50 
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"fJ:5fc, I AT£7n^7.Ms# (. terttti/a V 
17) irtt»J©*^J/aV»t»», .UT±9i/ay2 0 

^©■wa L«it*©t?, 7^7^ a *©«***«**> 
[oo48]fi mmm-etts i a t *#»h*~© 

A*#*b©liWaUWtoS, I AT©rt*T?*ft££il$ 
J:?ftH«ffUltH»*«r«o-CVN5»*Ktt» I AT© 
tomt*M-y7**st±tt< , nifcs itfjfe©7 kv* 

[0 0 4 9] fcfc, ^-v?r-7^>- h y fcSHtWx 
fcHr^fc^^/fcoV^TRWi-*. HHWt*;h.fc3H?7* 
d^7A|1 n-^7"P^7Aiaot^'1'^*!ll 

0 3±KR#i&*ft$. r©it, o-^lt, a-K-t 
57n 7"7 A©fc«>fc l gJL±©^-i?ii»P)(fc5fi3®^ * 

ysmtwoST. - ft e> ©^- ^(d7*n ^ 7 a ©1-^ 

T©**^sy**#i&A/T?Klli-$. ffig/WfcS 
t, a-^|t. texffe^ 3717 frSMZillft-i? 
T-Zf^y h D 37-j©H£4Hfc7 7 7*37-j-E (04) * 

1 \ct v M"5. zaX—V^-^/irz-y Y !) 37-jd«, 
^?D7"Dtytl0^TLBl 2 0£*+7iX 

£, /<*>fi/*-7x<f h 1 2 l*«**i«:fta 

LTV^v -^^^f-r 7">-3- 1 1 8 kZ&tiii}*-? v 
v-3. 10 5©, Z<Ds<—V*y b !J KStJ&l-S** 

fcfc©^^-^4rfe{t5o -©it, ¥X^«S©.IAT-fe 
^ ->s yi5Eg$^fc^-^r-7/^y h y ©Bg^k 
77^tO©S*T-*>5„.. 

[0 0 5 0] V^oy^:^, ^-^r-7*^307-j-E©Bt-^ 
ft77m? W^C©^-i?T-7;Mc 
ttfctitont * !) ©^-^38-k--©to7o >f7J»frb 
©7?-t*tt&lfc£*t5,> 1-ftt>%, C©^-v>^-©K 

mSa-'-if^- K, K©^t»b©»#Kt> 

[0 0 5 1] B^fb7 7/* 5 -fey hSilXV^ra^, * 

«a»&R***©B*#*>ofc»£tt, «swa J 364 
t5. fc5V>lt, St^ttlLlc^L-CIt, tlcifS©(it 

(fcitito) tu<tta*#«*ia*ti/, 
^tiiiws. W77^ty h^nfctis^- 

v?3io-k A«jp*tt«B"e-»cf f -^*-r y*>» l 3 4ic* 
•T7->a$^5^i:lt^v>, WT, ^-s?y-7*^©# 
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10 0 5 2] D-^fi, ^y^J 1 0 3±K'<-* 

0 3 /&>P>-&1$MWr* y 1 -8 .^©*fcW&*#tt* 

1 6^s^@i i 2«wi/crt»**wsu -fc* 

l i sJblctt, MTiTli4(4H^9(M t tt^i& 
4*U ^ ^B^PtyiM 0l«;H£ll*ft5o 8£^ 
<k*«isW> t*ty^t5i*Clt « W&aSB i 

1 6tt4Ct>-8rf fc, *-<y**y 1 0 3©rt*t±*© 

[0 0 5 31 _hftLfc<fc5K, :c«*fcttt'<'CT'f 

^y'/a 1 1 8©iWts©-8&i LTfrfrftS, Lfc# 

**7tt*M*fM*^5£fc »*<>*:< *v\ * 
— ?5 l -'7>©R£tco^-t:fc, iSiit^iz-f^y 

*>±i$U*:J;?ic, ^^P^Btytl 0CI1W©# 
til 1 2ft» W^B7D-feytl oeAtwtt* 
K :7W7AA»&tt*©flteWWH'*£ittTf* ft 

tt, T/f^o^p-feylH 0#f&#-ii*ftfcPC©77 > 
[0 0 5 4] ("«-S>©JS8Wfc) T'D/y^OUtT^ 

^-■7>±©flHHb7?**!>-fcy h LT, Sfc*t§ 
^©llff'l'fc'b. "«-^©— tW^-tfT* KS#IT, 

«HWb7 5^#y-fcy *ti*SEfi 

tr^l 1 8©(ty§£$&Mb-*-5. -ftf— 

•>3. 1 3 4tdo^Ttt > Pf^b77^ s -fey bSftfctf 

ffi"T*-*7*-*** y 1 3 4 ~©«MHb«<©W* 
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&*a»*jfca*vcv**itf, &$Mb©#gtt#»wftv\ 

[0 0 5 5] (^*Jl^y^h7r.^^) fr^W-?* 
V7>*TA©fo«fatl©l&£K<fc<>Ttes 7n/7A 

ii*ttftv^tS>5. ^-ftt>*>, 70^7^(0^1 

t7* o ^ 7 j*<d<< * - vwmT k km >) ft »t 

fea^*!J£n-K$*tftV^t>*> 
4 /ut if 1**13. . ill!?, ^-^7-.7;H:iiv ^r©^.- 

io ^®a^ * u 5*^^+7 7 twb 

[0 0 5 6] mm. f»>*0«>*«'*-5WT*** 
-t©(EJB^-^l^a^^y!4 ? at)«S-tP> 

20 ^i/-f-fi'm7i*ii, t-f^a^^y 

0*^-*£?|#bT^-i^-7>£SiSrLfc^ ^ 
l/tifcfe, iit©it£il5l$i^ *!>©*#** 

tXPfP^^7 , o i/7 A©H?r4:»|JBi-5. 
[0 0 5 7] (7/<5//77^) f/^->!/©fc*t7a 

^©S:*T?f±, nt#{b7 > D ^7 a©t^ s> ^tt, **(k 

.30 ttffi-efT^^f L^ts 7"B^7AWft^ 

ttit-r, 3-K*i87-fey7y*$w£fc-etfcv>fc 

[005 8] at^b^St¥^ffiT©^tT©^to^ 

X#X.5i, T^^n^B*y1H 0-e©3-K©H?f 
tO^TIi, T-f^B/Dt^tl 0©rtSR-Ctt, 7*° 

40 ftfcttffii ¥*©**!§£-?, i6^(-*K«JftSv>fift 
ua»t» ^*y^sstovN-ciis nf^b$tifc7n 

1" 3 fcfcBlHHb Sftfc"*- S?^©«*W L4r^±L"CV^ 

[0 0 5 9] -tri?, ^b7'p/7i=>©7 f ^5'^Srx 
^y^#jSI©SSft?*K«lt?ffV\ spi^ffi^ir 

^-v'r-y/H-r^y ^77 ^SrRltTVNSo E 4 tc 
i; x v MJ r-li, 37-j-D^7 f ^< >7 /7 9 ^{-tB 
50 31-3. fV<5/;/7?*Wry h*titv>5t tic, 
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MVri-z>^t\c£io, mn-nmsm^n^ithv. % 10 

[0 0 6 01 ^-^r-7VMcov>Tli, Bt^b/n / 

T-7>©ft®£f®t5-4W7.tv^-e, 77Vr- 

{00 6 11 HWn A©t a iJ f-f 
«\ *MHfc7?^#*y bSiifcttHW, ?**tf7 

»±, 7*'W77^fcl:y h-C*fc^J:5fcl/Ct>J: 
[0 0 6 21 <*2Jt»»t(>Ba5~ia8tt, 

fc»©H-es>a. giftttJMro*, w^nrut? 

=TDXA{i, #««#3£fcJfc«LXHxK«*rC> SB 30 

4 9, = *HjW*<&S±K:» &a<£&il 
flS*We*>5. -tiT\ *2*!|»fflW>'? , -r*n7'n 

[0 0 6 31 *#ttfctt» ^^B^n*s'f'K:ft»$ 

7^4, wufc**xwtotsiiitjmmh#-*<( * 40 

[00641 H 5 fcjjrfj: 5 K, T>f?D^Bt?f2 
Ofi, 7b ?7J»frb&*ttitZ. 4 W$ "®&mt 
2 12, C10fMttlC*t«i-*&BI!tt2 14 4. Ctf>& 

»**fCV^»3©*#ft«EK, [Kx] £i»£8S® 50 
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St 2 1 2 LtSffttSSfftiT LB (ft 1 © 
**fll*yi¥») 2 3 6 4, KlMASilVC 

©«F*flS«Eic, [Kx] fc*oT«flrt-61HHfcfc 

a»2i6 {%2<D'&%\mm*W) 4, mitzfiit 

^y^-7i-f^a=yh2 22i, ^TLB2 2 
0 4*, lo©*y7*fcH^y*-5WK:«-jt6. 
[0 0 6 51 ^y?-7i^f^a=y f-2 2 2fi, 
<Ei®7 KV^Sr^ar Kw*l^&t<&7 Kv***# 
© (*H*) 4. W^n^n-fey?**©*^^* 

y 2 o 3*»b, fB«**ifc*a'7 k rt« • 

#*TtB220li, 7Ku^*»¥ftKJ:5fi«7K 

fcfe^C»^*^»^Sllfe|l30*MSllE [K 
x] (#il®) teov>T©*Hft« 4££t?7 % -7>£ 
»9&tf. ±9JMWSfctt, tfrt*TLB2 2 0tt, 
;<-f V**!) 2 0 3©7 KV'^tio-C^btufc^- 

7****1) Kb. #*yMm, mt&*-v<o%% 
1-*fe»otWMIWB1l*iixv^*- r-7>±©{fi: 

a*«3&f5«WW-?- (*- xVb!) ID) 4&WT5. 

[006 6] H6I4, ateiaBMB©-*--* ^BT'n-fcy 
H- 2 0 •C«fH-*l**ftS7'n ^9 A 7 r-f A- 
»***T. • text-fe ? V a y 9 6 3 <D 7 4 -As Y 
tli, NF#flS7A's'yXA6 3-2©7^-/WK4, « 
#ftJMt6 3-3©7-f-A'K#iaiD**lTV^*. 
7Ar*VZJ*t 3-207^-/UKfctt» =>~ KIWfi* 

•*flsi-5fc»oi**(b7A'rfyXA#»*fliSiiTft 

tt$n5 0 «f^b»<t6 3-3W7^-/WKtfi < w 
^n7niT5/-y-20 *W*fl:7*n *«BKT 5 A:* 
fcft5*J»HKxi^ ■vf^'B^0*y1>-2OtH#O 
^M2 14T«{k^^{iEKp [Kx] «J 
i^TV^5 0 *agSKxtf>ft£li, fc4x.tf, Kf*fc h «J 
T'-'l'D E S fttfEofcflW-fctt 1 9 2 try htfi&Bfcft 
So ^LT, Ek„ [Kx] li, 7-f?B/Btyf2 
0<O42:MI$2 1 4fcJ:oTW4Wb*it$RM>7*ay*ft 

[00 6 7J .texffe^'Vaye 6li, ^S^lKxSrffl 

iXfc7/u=J r yXAtJ;oTBf^b$*i,XV^. ZZX' 

i*, Bg^b7^d p yxAjctt*a«^©hy7*/uDE 

S*»»£**l-CV^t©t+5. W47-f-^K6 3- 
lKtt, 7*B^7A«^t$ix-cv^5c4?r*-t-7i: 
*, «*flS79^#lfcty h$tlTV^^4limiH 
JS6iSti4|sHrcfc5o 
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[006 81 7» #y bs<V9im 2 0 

•c h y 7a-d e s 7>v* y XAt?Pf ^-{bi-^c iHF-JUbfi 

W?n^nt^t20©^li2 1 4 T»«f#flS Lfcft 
Ekp [Kx] MftttL «*ftT^rfyXA7-f-* 
K63-2titthy 7/UD E S <D ft *tt 

(0 0 6 9 1 **J, a- K«rlMftt6«**. text** 

7 * a f tt7*B -fe y tOfc&ffiig (17) ©<< 

[0 0 7 0] *1t. hbfrlft, ^o^?A©a-K« 
So-ttK* 7^7A©IWfcH«0>*vM»£*:R 

A£^ffl-f5*--7*5' h©v.<?P7 , t»*yf i 2 0©4fc 20 
MH2 1 4^P/?A©B**a- f IDSMtgS, fe 

[0 0 7 1] ST, B&#fb£ftfc7n^7A£-v.<*P 
7*n* y * 2 0 -ejUH-SIRfcH:. JHBMI 1 1 
fe, *1\ ^^oyotyt2 0#a*ii**bfcPC 30 
©*-f yp<*y 20 3tc, Kf*fls7 , B^5i»*B-yi!: 

^7 J*<olttbv>i5M* * y £M4"£tf 7p -fe ^ a 

£i5]jgt^*y±K8Bgu 4a?ia£c-cy 

[0072] H7tt. %2mBmc&*-*<<9°7v 
± r? 2 0 -em^k^n ^7 A^Htx-fS^©-*- 5^ 
-7>**t. B 7 fc*t* 2 StttJBR©'*- i?r-7 
/Hi*~?-7>7 -9 Sr^-rea^T-^WffcS. » 40 
87 KV*7 l«t» h 'J 7 2, T-.7>7 3, 

*7-tey F7 4©3o©7w--;i'KK:#$il£;h,-0'>S,, 
R»7 KW* 7 1 £«$-r5C*ilb 3o©7-f-^K 

[0073] * t, s±te©r w M> 7<( -A' K 

ft, T'f h y — 6 h y 76 - iSrJ§^"t" 
5„ t'-C H)^— 7>7 6©&Stt, ?Oa7B 
•fcyD-2 0©^*?? 5»CioT^$n5. 
* K y IV h y 76-i«, '<-i?7 i -7/l' 7 7 ©$fc®^© 

•#<< yfZft^o f&mr kw* 7 1 <r>7—^^7 srij: 50 
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h y 77-i(C-t(7>7 K^*#*1ilHW>*Mi 
7 KU*80-k;iS|2j£&ftT^5o ICJttt, 

[0 0 7 4] 0 7 {C^ 7 7 

©xyhyt, ^■fS : 3t~7 1 -7/w7 9©;ty 

^rs#^ (tsigij^tfctt^— Ky id) mm- 
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